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by Voices for Freedom

1. Voices for Freedom wishes to comment on the Digital Identity Services Trust
Framework Bill (the Bill).

2. Voices For Freedom is an independent, grassroots New Zealand organisation
founded in December 2020 and stands for honesty, sound science, true government
transparency, a proper health response to Covid-19 and the freedom for New
Zealanders to choose what is right.

3. The Bill’s stated purpose is “to establish a legal framework for the provision of secure
and trusted digital identity services for individuals and organisations”, a rudimentary
purpose which takes no heed of potential human rights violations, and the difficult to
anticipate threats including technological development (such as AI) and data piracy.

4. The Bill is premature, and many pressing issues concerning law, technology,
commerce and ethics remain unresolved. In addition, there has not been adequate
public consultation on the Bill.

5. Voices For Freedom has read and endorses the key points set out in the
submissions filed regarding this Bill by the Physicians and Scientists for Global
Responsibility (PSGR).

6. In particular, Voices For Freedom highlights the following concerning points raised by
PSGR:

6.1 The New Zealand public has not been provided input into the policy
consultation. Transparently, the Cabinet and official’s preoccupation with the
BILL concerns the operation of the governance board and accreditation
practicalities rather than the overarching policy or public interest questions of
policy.

6.2 Policy papers supporting the Bill focus on reporting systems and give no
indication that any anticipatory regulation will occur to actively prevent harm. It
is not evident that these institutions will have adequate powers of scrutiny and
the regulatory teeth to anticipate error and malfeasance and monitor and
analyse the boundaries of risk and prevent harm before the harm has
occurred.

6.3 The supporting policy and the Bill itself are configured to solve a narrow
problem. The proposal assumes that trusted providers will be ‘trusted’ without
setting in place overarching aims and values to assist long-term policy and
decision-making.

6.4 The faults or narrow scope of the Bill are reflected in a rudimentary Purpose
which appears to contain promises but does not build in an obligation that can
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speak to unanticipated challenges, potentially including human rights
violations, and it is difficult to anticipate threats including technological
development (such as AI) and data piracy.

6.5 There is no evidence that the ‘principles’ and any consequent ‘governance
board’ or ‘accreditation team’ would have sufficient insight that would assure
appropriate oversight. This deficiency is reflected in the purposes of the future
Act:

6.6 The public have been excluded from over two years of ‘targeted engagement’
or consultation. Targeted stakeholder consultation has excluded civil society
organisations that might have an interest in the Trust Framework. [1] The
February 2021 Regulatory Impact Statement: Detailed policy for a Digital
Identity Trust Framework stated: “officials have undertaken targeted
engagement with sector stakeholders and research bodies to gather a robust
body of evidence, the Department has not publicly consulted on the detailed
policy proposals considered in this paper” (5/59 Link).

6.7 There is no evidence of inclusion in the targeted consultation of public sector
academic and research expertise that flesh out the inter-disciplinary legal,
ethical and technical challenges across policy and legislation.

6.8 It is evident that the DIA is aware that the lack of public consultation throws a
shadow over policy development: “To mitigate the risks around the lack of
public consultation, the Department intends to seek Cabinet authority to
release an exposure draft of the Bill. The release of the exposure draft will not
seek feedback on whether the policy proposals considered in this RIS should
be reviewed or changed. Instead, it will provide the public with the opportunity
to comment on whether the Bill gives appropriate effect to these policy
proposals (e.g. whether the Authority’s enforcement powers regime achieves
the objective of ensuring compliance with the Trust Framework). (5/59)

6.9 Evaluation of risks has been inadequate. The ‘Progressing Digital Identity:
Establishing a Trust Framework’ proposal identified risks or gaps that appear
identified as problematic - concern gaps that obstruct innovation rather than
risks to the public interest.

6.10 The OECD define innovation as ‘“the implementation of a new or significantly
improved product (good or service) or process, a new marketing method, or a
new organisational method in business practices, workplace organisation or

external relations”.[2]

6.11 The gaps identified in the paper identified (5/58):

a. The problem of limited control by people on how information is used and
their concerns that they would be unnecessarily exposed to privacy and
security risk.
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b. Lack of efficiency and coordination between the public-private sector
‘making user-consented information sharing more difficult and resulting in
services that cannot work with each other in a trusted way’.

c. A lack of governance and structure results in inconsistent laws and
standards, making user-consented information sharing difficult and
uneven application in the private and public sectors.

6.12 The paper also noted ‘inconsistent application of data privacy, identification
and security standards can lead to systematic issues and breaches. This
poses risks to both customers and businesses, undermining trust and
confidence in the digital identity ecosystem further and slowing adoption.’

6.13 The focus of governments on ‘efficiency’ (as evident across the policy
documents) can undermine important ethics and values-based issues central
to the public interest.

6.14 Policy Papers prepared with regard to the Bill state there are no human rights
impacts. Without deliberation with human rights experts, claims that there are
no human rights implications lack foundation.

6.15 The policy framework does not produce a space for an informed public sector,
including a research community that can appropriately act as feedback loops
into policy. Failure to cultivate a solid base of public good science and
technology institutions free of conflicts of interest that can: criticise the
potential for powerful industries to exploit data; and act and inform governing
bodies on best practice jurisdictions; and ‘poke holes in dykes’ to assess our
weak spots.

6.16 The public cannot assume the ‘opt out’ framework will not exert soft power.

a. While the policy documents claim that the digital identity is voluntary and
that citizens can opt-out, it is very clear from international developments
(such as in India and China) that participation in digital identity systems
will increasingly become a requirement to receive welfare benefits, sign
up for mobile phones, confirm identity for voting and register at school.

b. The legislation could change. Such changes have the potential to produce
a ratcheting effect, further decoupling oversight regimes from human
rights obligations without appropriate input from the public.

c. The passing of a considerable body of legislation during the Sars-Cov-2
pandemic has revealed that the government can and will swiftly enact
draconian legislation removing the rights and freedoms of New
Zealanders without appropriate consultation. In addition, when
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consultation has been undertaken, the state’s decision has not reflected
the perspective or weight of public comment.

d. Opt-out may be possible but result in a lack of access to previously
accessible welfare state benefits. For example, it may be difficult to
formally register for, or access benefits or services.

7. The Trust Framework Principles (Appendix A page 30/92) amount to promises or
assurances. However they are insufficiently fleshed out in the supporting policy
literature. The digital environment is highly opaque, and the individual has little power
to address conflicts or exploitation of data.

8. In conclusion, this Bill is premature, lacks a robust constitutional framework and
public interest purposes that will stand the test of time and leaves many pressing
issues concerning law, technology, commerce and ethics unresolved. Moreover,
there has not been adequate public consultation on the Bill, something which has
become a hallmark of this government.

Voices for Freedom

November 2021
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